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1. O01mue moJ10kKeHUs

1.1. Hacrosimue IlpaBwia pa3paboTaHbl B COOTBETCTBUU C TOJIOXKeHUssMu D3
"O nepcoHanbHbIX AaHHBIX", moctaHoBieHus IIpaBurenscrBa PO ot 6 uroms 2008 r. N 512
"O06 yTBepkaeHUU TpeOOBaHUI K MaTepUaIbHBIM HOCHUTEISIM OMOMETPUUYECKUX MEPCOHATBHBIX
JAaHHBIX W TEXHOJOTHSM XpaHEHWs TaKuX JaHHBIX BHE HMH(POPMAIMOHHBIX CHCTEM
NEepCOHANBHBIX AaHHBIX", mocTaHoBieHus llpaBurenscrBa PO ot 15 centsadps 2008 r. N 687
"O6 yrBepxnenun IlojoxkeHuss 00 OCOOEHHOCTSX OOpPabOTKH MMEPCOHANBHBIX JIaHHBIX,
OCylIeCTBIsieMO  0€3  HCIONBb30BaHMSA  CPEACTB  aBTOMAaTH3alMU",  TMOCTAaHOBJICHUS
[TpaButensctBa PO ot 1 HosOps 2012 1. N 1119 "OO6 yrBepkaeHun TpeOOBaHUM K 3aIlIUTE
NEPCOHANBHBIX JaHHBIX IpU HX 00paboTke B HMH(OPMAIMOHHBIX CHUCTEMaxX IEPCOHATBHBIX
NAaHHEIX".

1.2. Hacrosimue [IpaBuna onpenenstor 0coOeHHOCTH 00pabOTKH MepCOHATBHBIX TaHHBIX
COTPYIHUKOB B MH(OPMAIIMOHHBIX CHUCTEMax MepcoHaiIbHBIX NaHHBIX OO0 «YueOHBI LEHTP
[TepcniexktuBa-MockBay.

1.3. Be3omacHOCTh MEPCOHAIBHBIX IAHHBIX NpPU HUX 00paboTKe B WH(POPMAIMOHHBIX
CHUCTeMax MEePCOHANbHBIX MaHHBIX (Hanee - WH(OPMALMOHHBIE CHUCTEMbI) OOECIeUMBaETCs C
MIOMOIIbIO CUCTEMBI 3AIMTHI IEPCOHATIBHBIX JAHHBIX, HEUTpaNU3yIOIEl aKTyaJbHbIE YTPO3bI.

1.4. Tlon akTyalbHBIMH yrpo3aMu O€30MacHOCTH IMEPCOHATbHBIX JAHHBIX MMOHUMAeTCs
COBOKYIIHOCTb ~ YCIOBUH U ¢baxTopos, CO3/1AI0IIUX aKTyaJbHYIO OIIACHOCTh
HECAHKIMOHUPOBAHHOTO JOCTYMA K MEPCOHAIBHBIM JIaHHBIM (B TOM YHCIIE CIIy9aiflHOTO JOCTYTIa,
B TOM YHCJI€ KOMIIBIOTEPHBIE aTaKl U MHbIE KOMIBIOTEPHBIE HHIUACHTHI) IPU UX 00paboTKe B
MH(OPMALIMOHHON CHUCTEME, Pe3yJbTaTOM KOTOPOrO0 MOTYT CTaTh YHUYTOXKEHHUE, U3MEHEHHE,
0JIOKHpOBaHUE, KOIMPOBAHUE, IMPENOCTABIEHUE, PACIIPOCTPAHEHHE MEPCOHAIBHBIX JAHHBIX, a
TaKk)Ke MHbIE HEMPABOMEPHBIE ICHCTBUA.

2. Oco0eHHOCTH 00Pa0OTKH NMEPCOHATBHBIX JAHHBIX B HH(POPMAIIMOHHBIX CHCTEMAaX

2.1. ObpaboTKa nepcoHaIbHBIX JAHHBIX B MH(POPMAIIMOHHBIX CUCTEMAaX OCYIECTBIISIETCS
1ocje 3aBeplIeHus pPadOT MO CO3AAHMIO CHUCTEMBl 3alllUThl MEPCOHANbHBIX JaHHBIX B
MH(OPMALIMOHHON CHUCTEME, €€ MPOBEPKH U OLEHKH COOTBETCTBUS MH(GOPMAIIMOHHON CHCTEMBbI
NEePCOHAIBHBIX JaHHBIX TPeOOBaHUAM 0€30MaCHOCTH HH(POPMALIUH.

2.2. be3omnacHOCTh NEPCOHAIBHBIX JAHHBIX MpPU HUX 00paboTke B HMHPOPMAIIMOHHOMN
cucreMe 00ecneunBaeT oIlepaTrop 3TOM CHCTEeMBbl, KOTOpBIH 00pabaThIBaeT INepcoOHAIbHbIE
JaHHbIE, WJIM JIMLO, OCYIIECTBIIAIOIIEE OOpaOOTKY MEPCOHANbHBIX JIAHHBIX MO MOPYYEHUIO
orepaTopa Ha OCHOBAHUH 3aKJIFOYAEMOT0 € ITUM JIMLIOM JOT0BOpa.

2.3. be3omnacHOCTh MEpPCOHATBHBIX JAHHBIX MpPU HX 00paboTKe B HMH(OPMALMOHHBIX
cucreMax oOecreyuBaeTcs C IOMOUIbI0 CHUCTEMbl 3allUThl TMEPCOHAIBHBIX JIaHHBIX,
BKJIIOYAIOIIEH OpraHu3allMOHHBIE Mephl U CpeJCTBa 3aIlUThl HMH(pOpMalMU (B TOM YHUCIE
G poBaIbHBIC (kpunTorpaduueckue) CpEeACTBa, CpeAcTBa MPEIOTBPALICHUS
HECAHKIIMOHMPOBAHHOTO  JIOCTYNa, YTEUKH HMHPOPMALMU IO TEXHUYECKUM KaHajam,
MIPOrPaMMHO-TEXHHUUECKUX BO3JIEHCTBUN Ha TEXHUYECKHE CpeicTBa 00pabOTKH MEpPCOHATbHBIX
JTAHHBIX), a TAKXKE UCIIOJIb3YeMbIe B HH(OPMAIIMOHHON cucTeMe HH(POPMAIIMOHHbBIE TEXHOJIOTHH.

2.4. CocraB u cozepkaHHe Mep M0 3amuTe HHGopMaluy B THGOPMAITMOHHBIX CHCTEMAaX
3aBHUCAT OT YCTAHOBJIEHHOTO YPOBHS 3alIUIEHHOCTH WH(POPMAIIMOHHOMN CUCTEMBI.

2.5. VYcraHoBieHHE YpOBHS 3alIMIIEHHOCTH (IEPECMOTP YPOBHS 3alllUIIEHHOCTH)
UH(POPMALIMOHHOM CHCTEMBl NMEPCOHAIBHBIX JaHHBIX MPOBOAUTCS JIUIIOM, OTBETCTBEHHBIM 32
opranuzarnuio oopadorku [1/1H.

2.6. Pa3pemienremM Ha 00pabOTKY MEPCOHATBHBIX TAHHBIX Ha 00BhEKTEe MH(HOPMAITMOHHON
CHCTEMBI SIBJISIETCS IPUKA3 PYKOBOJIUTENS O BBOJIE YKa3aHHOTO 00BEKTa B HKCILTYaTaIHIo.

2.7. be3omacHOCTh MEPCOHAJBHBIX JIaHHBIX, 00pabaThIBa€MbIX C MCHOJIb30BAHUEM
CPEICTB AaBTOMAaTHU3aLlUU, JOCTUTAETCs IMyTEM HCKIOYEHHsS] HECAaHKLIMOHMPOBAHHOIO, B TOM



YHCIIe CIIy4aifHOTO OCTYIa K MEPCOHAIbHBIM JaHHBIM.

2.8. IlepcoHanbHbIe JaHHBIE MOTYT OBITH NMPEIOCTABICHBI I O3HAKOMJICHHUS:

a) COTpYJIHHUKaM, JIOMYIIEHHBIM K 00paboTKe NepCOHAIbHBIX JAHHBIX C UCIOJIb30BAaHUEM
CpEeACTB aBTOMATH3AIMH, B YaCTH, KaCAIOIIEHCs UX JOJDKHOCTHBIX 005S3aHHOCTEIH;

0) UHBIM JIUIIaM, B COOTBETCTBUU C 3aKOHOJIATEIbCTBOM PD.

2.9. YNOTHOMOYEHHBIMH COTPYIHUKAMH TpU OOpabOTKE MNEPCOHATBHBIX TAaHHBIX B
MH(OPMALIMOHHBIX CUCTEMax I[ePCOHAJbHBIX JaHHBIX JOJDKHA ObITh o0ecmedeHa Hux
0€30I1aCHOCTh C TIOMOIIBIO CHCTEMBl 3aIWTHI, BKJIIOYAIOUICH OpPraHMW3alMOHHBIE MEphl U
CpeICTBA 3aIIUTH HHPOPMAIH, B TOM uncie mudpoBaibHbie (Kpuntorpadpudeckue) CpeicTaa.

2.10. OOMeH mepcOHANbHBIMH JAaHHBIMU TPH UX 00paboTKe B HHGOPMAIMOHHBIX
cHUCTeMaX OCYILIECTBISETCS IO KaHajlaM CBSI3M, 3allUTa KOTOPBIX O0ECHeYnBaeTCs IyTeM
pealM3allud OPraHU3alMOHHBIX MEp M IyTeM MPUMEHEHHUS MPOTPaMMHBIX M TEXHHUYECKHX
CPEJICTB.

2.11. JlocTyn moabp30oBarenell K MepcoHaIbHBIM JIaHHBIM B MH(POPMAITMOHHBIX CHCTEMax
NEPCOHANBHBIX JAHHBIX pa3peliaeTcss TMocie 00sA3aTeNbHOTr0 IMPOXOXKACHUS MPOLETyPHI
UACHTU(DUKAIINY U ayTeHTU(DUKALIUH.

2.12. JIuuamu, OTBETCTBEHHBIMU 3a oOecrnieueHue 0€30IacHOCTH MEPCOHATbHBIX JaHHBIX
Ipu UX 00paboTKe B MHPOPMAITMOHHBIX CHCTEMAX, JIOJDKHO OBITh 00ECIIEYCHO:

a) CBOEBpEeMEHHOE OOHapykeHHue (aKTOB HECAHKIMOHHPOBAHHOTO JOCTyMa K
MEPCOHAIBHBIM JIaHHBIM U HEMEJIEHHOE JJOBEIEHUE 3TON HH(POPMAIIH 10 PYKOBOJICTBA,

0) HeJomylleHHWE BO3JCHCTBUS Ha TEXHUYECKHE CpEICTBa aBTOMATH3UPOBAHHOM
00pabOTKH TEpPCOHAIBHBIX JaHHBIX, B PE3yJIbTaTe KOTOPOTO MOXKET OBITh HApYIIEHO HX
(GyHKIIMOHUPOBAHUE;

B) BO3MOXHOCTh HE3aMEUIUTEIBHOTO BOCCTAHOBJICHUS TIEPCOHAIBHBIX JIaHHBIX,
MOIM(PUIIMPOBAHHBIX WM YHHUTOKEHHBIX BCJIEICTBUE HECAHKIIMOHUPOBAHHOTO JOCTYIA K HUM;

I') TOCTOSHHBIA KOHTPOJb 3a OOECIeueHHEeM YpPOBHS 3allMIICHHOCTH MEPCOHATBHBIX
JAHHBIX;

1) 3HAHHE W COOJIOZCHWE YCIOBHUW HCIONB30BAHUS CPENCTB 3alIUTHl MHPOPMAINH,
IPEIYCMOTPEHHBIX 3KCIUTYaTallMOHHOM U TEXHUUYECKOW JOKYMEHTAIHEH;

€) y4YeT TPHMEHSEMBIX CpEJICTB 3alUThl HH(OpMAINH, OJKCIUTyaTallHOHHOHW W
TEXHUYECKOH TOKYMEHTAIlMU K HUM, HOCUTEJIeH IepCOHATBHBIX JaHHBIX;

) MpU OOHApYKEHUHM HapyLUIeHUH MOpsAIKa MPEJOCTaBICHUS MEPCOHAIBHBIX JaHHBIX
He3aMeUTHTEIbHOE IPUOCTAHOBIICHHE TIPEIOCTABICHHS TIEPCOHAIBHBIX JAHHBIX ITOJIb30BATEISIM
UH(POPMALIMOHHOM CUCTEMBI JI0 BBIABICHHS IPUYNH HAPYILIEHUH U YCTpPAaHEHUsI STUX MPUYUH;

3) pa3OHpaTenbCTBO M COCTABJICHUE 3aKIIOYEHUH MO (akTaM HECcOOIOJCHUS YCIOBUMN
XpaHEHUs HOCHUTEJIEH MEePCOHATIBHBIX JaHHBIX, UCIOJIb30BAHUS CPEJCTB 3AIIUTHl UH(OpPMAIHH,
KOTOpBIE MOTYT NPHBECTH K HAPYIICHHIO KOH(PHUICHINATBHOCTH NMEPCOHAIBHBIX TaHHBIX WU
JIPYTUM HapyLIeHUsM, HPUBOASAIIMM K CHIKEHHIO YPOBHS 3aIMIIEHHOCTH IEPCOHAIBHBIX
JAHHBIX, pa3paboTKa U MPUHITHE MEP MO MPEIOTBPAIICHHIO BO3MOKHBIX OITACHBIX TOCIEICTBHA
NOJOOHBIX HAPYILIEHHH.

2.13. B ciydae BbIABIEHHUS HApYLICHUH MOpsaka 0OpabOTKH MEePCOHANBHBIX JTaHHBIX B
uHpopmanmoHubix cucremax OOO «Yuebnsiit neHTp IlepcrnexkTuBa-MockBa» NpPUHUMAIOTCS
MEpHI [0 YCTAaHOBJICHHUIO MPUYNH HAPYIIEHUH U UX YCTPAHEHUIO.
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